Informatics & Telecom Public Company

Ministry of Communications

Directorate of Information

ITPC MANAGEMENT'S ASSERTION

ITPC Certification Authority (ITPC) operates the
National PKI of Irag Root Certification Authority (CA)
services known as enumerated in Amendment A and
provides S/MIME CA services.

The management of ITPC is responsible for
establishing and maintaining effective controls over its
S/MIME CA operations, including its S/MIME CA
business practices disclosure on its website, S/MIME
key lifecycle management controls, and S/MIME
certificate lifecycle management controls. These
controls contain monitoring mechanisms, and actions
are taken to correct deficiencies identified.

There are inherent limitations in any controls, including
the possibility of human error, and the circumvention
or overriding of controls. Accordingly, controls placed
into operation can only provide reasonable assurance
with respect to ITPC Certification Authority
operations.

ITPC management has assessed its disclosures of its
certificate practices and controls over its S/MIME CA
services, Based on that assessment, in ITPC
management’s opinion, in providing its S/MIME
Certification Authority (CA) services at Baghdad, Iraq,
as of 2024-07-03, ITPC has:

e Disclosed its S/MIME certificate lifecycle
management business practices in its:
o IRAQ National PKI ITPC National Root CA
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Certification _Policy and Certificate Practice
Statement, version 1.1 as of 2024-05-28,

o lrag_National PKI Certificate Policy (CP) for
Trust Services Providers (TSPs), version 1.2 as
of 2024-05-31,

Including its commitment to provide S/MIME
certificates in conformity with the CA/Browser Forum
Requirement on the ITPC website, and provided such
services in accordance with its disclosed practices;
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Baghdad — Al- Sadon Street — nearby Baghdad Hotel
Tel:- 7177780

Email: - dgoffice@itpc.gov.iq

Website: - www.itpc.gov.iq
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e Suitably designed, and placéd into operation,
controls to provide reasonable assurance that:

The integrity of keys and S/MIME certificates
managing by licensed TSPs is established and
protected throughout their lifecycles; and

S/MIME subscriber information is properly

authenticated (for the registration activities
performing by the licensed TSPs);

e Suitably designed, and placed into operation,
controls to provide reasonable assurance that:
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ITPC do

Logical and physical access to CA systems and
data is restricted to authorized individuals;
The continuity of key and certificate
management operations is maintained; and

CA systems development, maintenance, and
operations are properly authorized and
performed to maintain CA systems integrity in
accordance with the WebTrust Principles and
Criteria for Certification Authorities - S/MIME
Certificates v1.0.3.

es not escrow its CA keys, does not provide

subscriber key generation and subscriber certificate
issuance services, and does not provide certificate

renewal
procedu
address

and suspension services. Accordingly, our
res did not extend to controls that would
those criteria.
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Ali Yaseen Dawood

ITPC PMA Head
03-07-2024
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Baghdad — Al- Sadon Street — nearby Baghdad Hotel

Tel:- 7177780

Email: - dgoffice@itpc.gov.iq
Website: - www.itpc.gov.iq
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Iragq S/MIME Root CA

CN=ITPC SMIME Root CA G1,0=Informatics & Telecommunications Public
‘ Company,C=IQ : ‘

Serial "~ | 58C1BA96BB20CB9AE97D0077CE782B54
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